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Certified Security Specialist (ECSS v9) 

 This course is an entry level security program covering the fundamental concepts of information security, 

computer forensics, and network security.  It enables students to identify information security threats which 

reflect on the security posture of the organization and implement general security controls. This program will give 

a holistic overview of the key components of information security, computer forensics, and network security. This 

program provides a solid fundamental knowledge required for a career in information security.  

How you’ll benefit 

This class will help you: 

• Enhance their skills in three different areas namely information security, network security, and computer 
forensics. 

• Prepare you for the ECSS exam 
 

Why Attend with Current Technologies CLC 

• Our Instructors are in the top 10% rated by Cisco 
• Our Lab has a dedicated 1 Gig Fiber Connection for our Labs 
• Our Labs run up to Date Code for all our courses 

Who Should Attend  

The job roles best suited to the material in this course are: 

•  This course is designed for anyone who want to enhance their skills and make career in information 

security, network security, and computer forensics fields. 

 

Prerequisites  

To fully benefit from this course, you should have the following knowledge: 

• End-user skills with Windows-based PCs 

• Basic knowledge of computing concepts 

 
 
 
 
 
 
 
 
 

Certified Security Specialist (ECSS v9) 

 

Course Duration  

5 days  

Course Price  

$2,895.00  

Methods of Delivery  

• Instructor Led  

• Virtual ILT  

• On-Site  
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OUTLINE 
 
Module 1: Information Security Fundamentals 
 
Module 2: Network Fundamentals 
 
Module 3: Secure Network Protocols 
 
Module 4: Information Security Threats and Attacks 
 
Module 5: Social Engineering 
 
Module 6: Hacking Cycle 
 
Module 7: Identification, Authentication, and Authorization 
 
Module 8: Cryptography 
 
Module 9: Firewalls 
 
Module 10: Intrusion Detection System 
 
Module 11: Data Backup 
 
Module 12: Virtual Private Network 
 
Module 13: Web Security 
 
Module 14: Ethical Hacking and Pen Testing 
 
Module 15: Incident Response 
 
Module 16: Computer Forensics Fundamentals 
 
Module 17: Digital Evidence 
 
Module 18: Understanding File Systems 
 
Module 19: Windows Forensics 
 
Module 20: Network Forensics and Investigating Network Traffic 
 
Module 21: Steganography 
 
Module 22: Analyzing Logs 
 
Module 23: E-mail Crime and Computer Forensics 
 
Module 24: Writing Investigative Report 


