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Designing Cisco Enterprise Wireless Network (ENWLSD)

In this Designing Cisco Enterprise Wireless Networks (ENWLSD) course provides a comprehensive, end-to-end
approach to enterprise wireless network design, guiding learners through a structured methodology that aligns
business requirements, industry standards, and Cisco best practices. Beginning with the importance of planning
and the Cisco Structured Design Model, the curriculum establishes a strong foundation in wireless standards,
protocols, and the underlying science of RF behavior, enabling students to understand not just how wireless
networks function, but why specific design decisions matter. Emphasis is placed on leveraging Cisco Design
Guides and Cisco Validated Designs, understanding the role of project management in wireless initiatives, and
applying standards from IEEE, the Wi-Fi Alliance, and relevant IETF RFCs to ensure interoperable, scalable,
and compliant designs.

As the course progresses, learners explore Cisco-enhanced wireless features, infrastructure considerations, and
mobility concepts, including intercontroller mobility, optimized roaming, and workgroup bridge scenarios. The
wireless design process is examined in detail, from initial customer engagement and information gathering
through design, deployment, validation, and project handoff, reinforcing a real-world, consultative approach to
wireless engineering. Specialized modules address advanced and application-specific designs, such as high-
density environments, campus and branch extensions, vertical-specific use cases, bridging and mesh
architectures, location services, and high-availability strategies, preparing students to design wireless networks
that meet demanding operational and performance requirements.

Hands-on labs reinforce theory with practical experience using industry-standard tools such as Ekahau, allowing
students to perform predictive designs, analyze Layer 1 data, conduct site surveys, validate post-installation
performance, and produce professional design and installation documentation. By the end of the course,
participants are equipped to design, validate, and deliver robust Cisco wireless solutions across diverse
environments, while developing the skills required to support certification preparation, earn continuing education
credits, and confidently lead wireless design projects from concept through completion.

How you’ll benefit

Course Duration
This class will help you: 5 days
e Learn how to successfully design Cisco Wireless Networks. Course Price
e Gain leading-edge skills for high-demand responsibilities focused on wireless |$4,295.00 or 43 CLCs
networks. Methods of Delivery
e Earn 40 CE credits toward recertification. e Instructor Led
. ] e Virtual ILT
Why Attend with Current Technologies CLC . On.Site
e Our Instructors are in the top 10% rated by Cisco

e Our Lab has a dedicated 1 Gig Fiber Connection for our Labs
e Our Labs run up to Date Code for all our courses
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Who Should Attend

The primary audience for this course is as follows:

Consulting Systems Engineer
Network Administrator
Network Engineer

Network Manager

Sales Engineer

Systems Engineer

Technical Solutions Architect
Wireless Design Engineer
Wireless Engineer

Prerequisites
The knowledge and skills you are expected to have before attending this course are:

e General knowledge of networks
e General knowledge of wireless networks
e Routing and switching knowledge

OUTLINE

Module 1: Structured Wireless Design Methodology

e Importance of Planning Wireless Design with a Structured Methodology
Cisco Structured Design Model
Cisco Design Guides and Cisco Validated Designs for Wireless Networks
Role of the Project Manager When Designing Wireless Networks

Module 2: Wireless Industry Protocols and Standards
o Wireless Standards Bodies
o Institute of Electrical and Electronics Engineers (IEEE) 802.11 Standard and Amendments
o Wi-Fi Alliance (WFA) Certifications
e Relevant Internet Engineering Task Force (IETF) Wireless RFCs
e Practice Activity

Module 3: The Science of Wireless Technology

Module 4: Cisco Enhanced Wireless Features
e Hardware and Software Choices for a Wireless Network Design
o Cisco Infrastructure Settings for Wireless Network Design
o Cisco Enhanced Wireless Features

Module 5: Cisco Mobility and Roaming
o Mobility and Intercontroller Mobility in a Wireless Network
e Optimize Client Roaming in a Wireless Network
e WGB and WGB Roaming in a Wireless Network

Module 6: Wireless Design Process
e Overview of Wireless Design Process
e Meet with the Customer to Discuss the Wireless Network Design
e Customer Information Gathering for a Wireless Network Design
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¢ Design the Wireless Network

e Deployment of the Wireless Network

e Validation and Final Adjustments of the Wireless Network

o Wireless Network Design Project Documents and Deliverables

Module 7: Wireless Network Design for Specific Applications

Module 8: Designing Wireless Networks for Specific Vertical Designs
o Designs for Wireless Applications
o Wireless Network Design Within the Campus
o Extend Wireless Networks to the Branch Sites

Module 9: Bridging and Mesh in Wireless Networks

Module 10: Special Considerations in Advanced Wireless Designs
¢ High-Density Designs in Wireless Networks
¢ Introducing Location and CMX Concepts
o Design for Location
e FastLocate and HyperLocation
o Bridges and Mesh in a Wireless Network Design
¢ Redundancy and High Availability in a Wireless Network

Module 11: Cisco CMX and Cisco Spaces

Module 12: Site Survey Processes
e Survey Types
o Special Arrangements Needed for Site Surveys
o Safety Aspects to be Considered During Site Surveys
e Site Survey Tools in Cisco Prime Infrastructure
e Third-Party Site Survey Software and Hardware Tools

Module 13: Wireless Network Design with Third-Party Tools

Module 14: Wireless Network Validation Processes
¢ Post-installation Wireless Network Validation
e Making Post-installation Changes to a Wireless Network
¢ Wireless Network Handoff to the Customer
¢ Installation Report

Module 15: Completing the Wireless Design Project

LAB OUTLINE

e Lab 1: Examine Ekahau Site Survey Predictive Fundamentals

e Lab 2: Create a Site Survey Report

o Lab 3: Design a Data Network in an Enterprise Environment

e Lab 4: Design a Voice and Data Network in a Healthcare Environment
e Lab 5: Convert an Enterprise Data Design to Include Voice
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e Lab 6: Design a Voice and Data Network in a Warehouse Environment with Directional Antennas
e Lab 7: Review a Live Site Survey Using Ekahau Tools
e Lab 8: Simulate a Post Installation Network Validation Survey

e Lab 9: Analyze Layer 1 Data
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